IHamarku. UadopMmanus o MeponpusaTHAX, IPOEKTAX U POrpaMMmax,
KOTOpbIE HANIPABJICHBI HA NOBbIICHHE HH(POPMALMOHHOM IPAMOTHOCTH
YYCHUKOB

NHOPOPMAILIMOHHASA ITAMATKA
C KaXXIbIM T'OA0OM MOJIOOCKH B MHTCPHCTC CTAHOBUTLCA 6OJII>IIIC, a4 IIIKOJIBHHUKH
OJHHN H3 CaMbIX aKTHBHBIX MOJIb30BaTeNCH PYHeTa. MC}KI[y TCM, IIOMHMO
OTPOMHOI'O KOJTHMYCCTBA BO3MO}I(HOCTGI>’I, HHTCPHCT HCCCT U HpO6JI€MI;I. OTa nmamMsTKa
JOJIXKHA IIOMOYb TeOe Oe301acHo HaXO0IUTbBCA B CCTH.

Komnviomepnuie supycoi

KoMmnproTepHBId BHPYC - 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX ITPOTPaMM,
OTIIMYUTEIBHON 0COOEHHOCTBIO KOTOPOM SIBJISIETCSL CLIOCOOHOCTh K Pa3MHOKEHHUIO.
B nononHeHne K 3TOMy, BUPYCHI MOT'YT MOBPEAUTH MUIN MOJHOCTHI) YHUUYTOKHUTH
BCe (pailsibl U JaHHBIE, OJKOHTPOJBHBIE MOJIB30BATENI0, OT UMEHH KOTOPOTO ObLIa
3alylieHa 3apaK€HHas Iporpamma, a TaKXKe MOBPEIUTh WM JaXE YHUUYTOKUTH
OIEpaIlMOHHYI0O CUCTEMY CO BceMH (aiizamu B 1esoM. B OOJIBLIIMHCTBE CilydaeB
PacIpOCTPaHAIOTCS BUPYCHI YEPE3 UHTEPHET.

Metozp! 3a1MThI OT BPEIOHOCHBIX IIPOrpamMM:

1. Wcnons3yli COBpPEMEHHBIE ONEPALMOHHBIE CHUCTEMbI, MUMEIOIINE CEPbE3HBII
YPOBEHB 3aIIUThI OT BPEIOHOCHBIX IIPOIPAMM;

2. IloctosHHO ycraHaBnuBail mauth (UUGpPOBBIE  3aIllIaTKH, KOTOpPbIE
aBTOMATUYECKM YCTAHABJIMBAIOTCA C LEIbI0 JOPAaOOTKM MPOrpamMMbl) U ApPyrHe
OOHOBJIEHUS CBOEH ONepalMoOHHON cucTeMbl. CkaunBai UX TOJIBKO C O(PUIIMATBLHOTO
caiita pazpadbotunka OC. Eciu cyliecTByeT pexxuM aBTOMaTHUYECKOT0 OOHOBJICHMUS,
BKJIKOYH €r0;

3. PabGoraii Ha cBOoeM KOMIIBIOTEpPE TMOJ TMpaBaMH IOJb30BaTENA, a He
aIMUHUCTpATOpa. OJTO HE IMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpaMm
MHCTAJJIMPOBATHCS HA TBOEM IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Hcnonb3yii  aHTUBHUPYCHbIE  NPOrPAMMHBIE  IMPOAYKTBl  W3BECTHBIX
IIPOU3BOJIUTEIICH, C aBTOMATHICCKUM OOHOBIICHHEM 0a3;

5. Orpanuupb pU3NUECKHUM JOCTYH K KOMIBIOTEPY 7151 TOCTOPOHHUX JIMIL;

6. Mcnonp3yil BHEIIHWE HOCUTENM HMH(OpMaLMU, Takue Kak (remka, TUCK WM
¢aiin U3 HHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB,;

7. He oTKkpbiBaii KOMIBIOTEpHbIE (alibl, TOJYyYECHHbIE W3 HEHAJCKHbIX
UCTOYHUKOB. Jlaxke Te (pailyibl, KOTOpbIE MpUcaan TBOM 3HAKOMBIH. Jlydiie yrouHu
y HEro, OTIIPaBJIsI JIU OH TeOe uX.



Cemu WI-FI

Wi-Fi - 3T0 He B epeiaun TaHHBIX, HE TEXHOJIOTHS, @ BCETO JIUIIb OPSHT, MapKa.
Eme B 1991 rony Hunepnanjckas komnanus 3apeructpupoBaia opena "WECA",
yTo 0003Hauano ciaoBocoueranue "Wireless Fidelity", koTopblii mepeBOIUTCS KaK
"OecrpoBOHAS TOYHOCTH".

Jlo Hamero BpeMeHH joliia Apyras adb0peBuaTypa, KOTopas SBISETCS TaKOW Ke
TexHoJoTuen. I1o abopeBuarypa "Wi-Fi". Takoe HazBaHue ObUIO JaHO C HAMEKOM
Ha CTaH/apT BBICIIEH 3ByKOBOM TexHUKHU Hi-Fi, uTo B mepeBoe o3HavaeT "BhICOKas
TOYHOCTB".

Jla, OecrnaTHBI WHTEPHET-AOCTYN B Kade, OTENsIX M a’pomopTax SBIAETCA
OTIIMYHOM BO3MOKHOCTHIO BBIX0/1a B HHTepHET. HO MHOTHE SKCTIEPTHI CUUTAIOT, YTO
obmenoctynusie Wi-Fi cetu He SIBISIOTCS O€30MTaCHBIMU.

CoBeTbl 10 0€30MaCHOCTH pabOThI B OOIIEOCTYIHBIX ceTsax Wi-fi:

1. He nepenanaii cBoro auunHyto uHbopmMaiuio yepes oomenoctymnubie Wi-Fi certu.
PaboTast B HuUX, KellaTeTbHO HE BBOJUTH MApOJU JOCTYIA, JOTUHBI U KaKHE-TO
HOMEDA;

2. Ucnionw3yit u 0OHOBISI aHTUBUPYCHBIE ITpOrpaMMBbl B Opanamayep. Tem cambiM
ThI 00€30Macullb ce0sl OT 3aKaUKH BUpPyca Ha TBOE YCTPOICTBO;

3. IIpu ucnonws3zoBanuu Wi-Fi otkmoun dynkiuio "OOmmii qoctyn K ¢aiiaMm u
npuHTepam". JlanHas (QyHKUMS 3aKpbhITa MO YMOJYAHUIO, OJHAKO HEKOTOpHIE
MOJIb30BATENM AKTUBUPYIOT €€ JIJIsl y1I00CTBa UCIIOJIb30BaHus B paboTe min yueoe;
4. He ucnonw3yit myonuunbsii WI-FI 1t nepeaauu IMYHBIX TaHHBIX, HATPUMED IS
BBIXO/Ia B COIIMAIIbHBIE CETH WM B DJIEKTPOHHYIO TIOUTY;

5. Acnons3y# Toapko 3amuiieHHoe coenuHenue uepe3 HTTPS, ane HTTP, T.e. pu
Habope BeO-aapeca BBOAU uMeHHO "https://";

6. B moOunbHOM Tenedone otkiaroun ¢yHknuto "TloakmoueHune k  Wi-Fi
aproMarnuecku". He momyckail aBTOMAaTHMYECKOTO MOJKIIOYEHUsI YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cormnacusi.

COl(lltlﬂbele cemu

ComuanbHble CeTH aKTUBHO BXOJST B HAIly >KM3Hb, MHOTHE JIIOJU pabOTarOT U
YKUBYT TaM IMOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MUILIUAP] YETOBEK,
YTO SIBJIIACTCSI OJHOM CeIbMOM BCeX KUTEJEeH IIaHeThl. MHOTHE I0JIb30BATCIIN HE
MOHUMAIOT, YTO MH(pOpMALMs, pa3MEIIeHHass UMU B COLIMAJIBHBIX CETSIX, MOXKET
ObITh HalJileHa W MCIOJIb30BaHA KEM YTOJHO, B TOM YHCJIE HE 0053aTEIbHO C
OJIaruMu HaMEPEHUSIMU.

OCHOBHBIE COBETHI IO 0€30MACHOCTH B COIIUATBHBIX CETSIX:

1. Orpannub crnucok apy3ei. Y 1e0s B Apy3biX HE JOJDKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIFO/ICH;

2. 3amuiaii CBOIO YacTHYIO ku3Hb. He yka3biBail mapomu, TenedoHsl, aapeca, aTy
TBOETO POXKICHHS W JPYTYI0 JHUHYI0 HHQOpMAIHIO. 3IOYMBIIICHHUKA MOTYT
UCIOJIB30BaTh Jake MH(POPMAIUIO O TOM, KaK Thl U TBOU POAUTENH IUIAHUPYETE
IIPOBECTH KAHUKYJIBL;



3. Bamuiai cBOIO permyTalyio - IEPKH €€ B YHUCTOTE U 33/aBail cebe BOIpoC: XOTem
Obl ThI, YTOOBI APyrHe MOJIb30BATENM BUIEIH, YTO Thl 3arpyxkaems? [logymaii,
MPEXJIe YEM UYTO-TO ONyOJIUKOBATh, HAIUCATh U 3arPy3UTh;

4. Eciiu Tl TOBOPHIIB C JIFOJIBMH, KOTOPBIX HE 3HACIIb, HE UCTIOIb3YH CBOE pealbHOE
UMA U JIPYTYIO JINYHYI0 UHGOPMAIIMK: UMS, MECTO KUTEIbCTBA, MECTO Y4YeObl U
npouee;

5. Uzberaii pasmemenust ¢dororpaduii B MHTEepHeTe, rlie Thl H300pakeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO OIPEEIUTh TBOE MECTOTIOJIOKEHHE;

6. Ilpu peructpanuu B COIMAIBLHOM CETH HEOOXOIUMO HCIOIb30BATh CIIOXKHBIC
HapoJIH, COCTOSIINE U3 OYKB M IU(P U C KOJTUIECTBOM 3HAKOB HE MEHee §;

7. Ans conuanbHON CETH, MOYTHI M APYTUX CANTOB HEOOXOIMMO HCHOJIH30BATh
paszubie mapoiu. Toraa ecnu TeOs B3IOMAIOT, TO 37I0YMBIIUICHHUKH TIOTyYaT JOCTYTI
TOJIKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.

JnexkmponHble 0eHb2U

DONEeKTpOHHBIE JIGHBIM - OTO OYEHb YJIOOHBIM CHocO0 IUIaTeXeHl, OJHAKO
CYILIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOJTYYUTh 3TH JICHBIH.

DNEKTPOHHBIE JIEHBI'M IMOSBHJIMChH COBCEM HEIABHO M HMMEHHO H3-3a ATOTO BO
MHOTUX T'OCYyAapCTBax A0 CHX MOP HE MPOIMKUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHu (QYHKIIMOHUPYIOT U O HHUX YK€ MPOIHKCAHO B 3aKOHE, IJI€ UX
pa3iesaioT Ha HECKOJIBKO BUIOB - aHOHUMHBIE U HE aHOHUMHbIe. Pa3Huiia B ToM,
YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pelaeTcs MPOBOAUTH omepauun 0e3
UJEHTU(PUKAIIMY TTOJB30BaTENsl, @ B HCAHOHUMHBIX UJEHTU(PUKAIIUS MOJIb30BaTENs
ABJIIETCS 00S3aTENBLHOM.

Takxke cienyer  pas3nuyarb  AJEKTPOHHbIE  (uaTHble  J€HBIU  (PaBHBI
rOCyJapCTBEHHBIM BAJIOTAM) W AJIEKTPOHHbIE HedUaTHbIE JCHBIM (HE PaBHBI
rOCyapCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI IO 0€30MaCHOM padOTe C AICKTPOHHBIMU JCHBIAMU:

1. IlpuBsku K cuery MOOWIBHBIA TenePoH. DTO camblii yIOOHBIA M OBICTPHIN
Croco0 BOCCTAaHOBUThH JOCTYN K cuery. lIpuBsizanHbI TenehoH MOMOXKET, €CIu
3a0y/enb CBOM TMJIATSKHBIA Tapoibh WM 3aijielllb Ha CalT C HE3HAKOMOTO
YCTPOUCTBA;

2. Ucnonw3yii ogHOpa3oBbie apoiu. [locne nepexoia Ha yCUICHHYIO aBTOPU3ALIUIO
Tebe yxke He OyIeT yrpo’kaTb OINACHOCTh Kpa)Xu WJIM TepexBaTa IUIaTeKHOTO
napoJs;

3. BeiOGepu cnoxHbIl mapois. [IpectynHukaMm OyneT He MPOCTO yraaaTh CIOXKHBIN
napodib. HajexxHble maposu - 3To mapoiv, KOTOPhIE COJIepKaT He MEHee 8 3HAKOB U
BKJIIOUAIOT B C€0s1 CTPOYHBIC U MPOIMUCHBIE OYKBBI, TU(PPHI U HECKOJIBKO CHMBOJIOB,
Takhe Kak 3HaK jojuiapa, (yHTa, BOCKJIMIATENBHBIA 3HAK W T.m. Hampumep,
$tROng!;;

4. He BBOJIM CBOM JINUHBIE JJAHHBIE HA CaliTaX, KOTOPHIM HE JIOBEPSIEIIb.



QﬂeKmPOHHa}l nouma

ONEeKTpOHHAs MOYTa - 3TO TEXHOJIOTHUA W MPENOCTABISIEMBIE €K YCIYTd IO
MEPECHUIKE U MOJTYUYEHUIO JIEKTPOHHBIX COOOIIECHUH, KOTOPhIE paclpeieatoTcs B
KOMITbIOTEPHOU ceTH. OOBIUHO SJIEKTPOHHBIA TMOYTOBBIM SIIUK BBITJISJIUAT
CJIeIyIoUUM 00pa3oM: UMsI_TOb30BaTeasi(@umMs_JoMeHa. Takxe Kpome nepeaadu
MPOCTOTO TEKCTA, UMEETCS BO3MOXKHOCTH TIEepe/iaBaTh (ailibl.

OCHOBHBIEC COBETHI IO 0€30TIaCHOM padOTe C AICKTPOHHON MOYTOM:

1. Hago BeIOpaTh MpaBWIBHBIMA MMOYTOBBIA CEpBHUC. B MHTEpHETE €CTh OrPOMHBII
BBEIOOp OECIUIATHBIX TOYTOBBIX CEPBHCOB, OJHAKO JIydIlle TOBEPATh TEM, KOTO
3HACIIb U KTO IIEPBBIM B PEUTHHIE;

2. He yka3piBall B JHMYHOM MOYTe JUYHYyI0 HHGpopmaruio. Hampumep, myurie
BbIOpaTh "My3bIKaIbHBIN _(panaT@" umm "pok2013" BmecTo "Ttemal3";

3. Wcnonp3yil NBYXATAlHYHO aBTOPU3ALMIO. DTO KOTJA MOMUMO MApPOJs HYXKHO
BBOJUTH KOJ, MpUChUIaeMblii 0 SMS;

4. Bo1bepu CII0KHBINA Maposib. J{Jis KaXkI0T0 MOYTOBOTO SITUKA JTIOKEH ObITh CBOM
HAJIC)KHBIM, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecTh BO3MOXHOCTB HAIIMCATh CAMOMY CBOM JINYHBIN BOIIPOC, UCIIOIb3YH 3TY
BO3MOYXHOCTB;

6. Mcnosb3yil HECKOJBKO MOYTOBBIX SIIIMKOB. [1epBblid 17151 YaCTHOM NMEPENUCKH C
agpecatamy, KOTOPBIM Thl JOBEpSCIIb. JTO JJIEKTPOHHBIA aIpec HE HAI0
MCIIOJIB30BaTh MIPU PErUCTpalu Ha hopyMax U cailTax;

7. He oTkpbIBaii (hailyibl ¥ Ipyrye BIOKEHUS B MUChMaX, J1aXKe €CIIUM OHU MPUIILIH OT
TBOUX Jpy3el. JIyulie yToOuHH y HUX, OTIPABIISUIH JIU OHU TeOe 3TH (Dailiibl;

8. [locne oxkoH4YaHUs1 pabOTHI HA TTOYTOBOM CEPBHUCE TMEPE]] 3aKPHITUEM BKIIAJIKHU C
caiiToM He 3a0yJp HaXXaTh Ha "BeiidTu".

Kubepoynnune unu eupmyainvrnoe uzoeeamenbCmaeo

KubepOymmHr - mpecieloBaHHEe COOOIICHUSMH, COACPKAIIUMH OCKOpPOJICHUS,
arpeccHio, 3alyruBaHue; XyJIuraHCTBO; COLIMaIbHOE OOMKOTUPOBaHHE C TTIOMOIIBIO
pPa3IMYHBIX UTHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 00pHOE ¢ KHOSPOYIUTMHTOM:

1. He 6pocaiicst B 60ii. JIyumuii crioco0: moCOBETOBATLCA Kak ce0s BECTH U, €CIIU
HET TOr0, K KOMY MOXHO OOpaTUThCs, TO BHAYale YCIOKOUThCS. Eciii Thl HauHEIlIb
OTBEYaTh OCKOPOJEHUSAMH Ha OCKOPOJIEHHUS, TO TOJBKO eIle OOJIbIIIEe Pa30AKEIh
KOH(JIUKT;

2. Yupasnsii cBoel kubeppenyTranuei;

3. AHOHUMHOCTH B ceTd MHHMas. CyIeCcTBYIOT CIIOCOOBI BBIICHUTh, KTO CTOUT 3a
AHOHUMHBIM AKKAYHTOM;

4. He ctouT BecTu XylnUraHcKui 00pa3 BUPTyaabHOM xu3HU. UHTEpHET hukcupyer
BCE TBOU JICHCTBUS U COXpAHSET UX. Y JAIUTh UX OYJET KpaitHe 3aTpyIHUTEIHHO;
5. Cobmrofait CBOIO BUPTYaJIbHYIO YE€CTh CMOJIONY;

6. Urnopupyit equandabiii HeratuB. OTHOPA30BbIE OCKOPOUTEIHHBIE COOOIICHUS
Jydllie UTHOpUpoBaTh. OOBIYHO arpeccus IpeKpaniaeTcs Ha Ha4aabHOW CTaINu;



7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHHSIMH, B
COLIMAJIBHBIX CETSIX €CTh BO3MOXHOCTh OJIOKMPOBKM OTMPABKH COOOIIECHUH C
OTIPE/ICTICHHBIX aJIPECOB;

8. Ecnmu 1Bl cBuaerenb KuOepOysuMHTa. TBOWM NEHCTBUS: BBICTYIUTH MPOTHB
mpecieaoBaTeNsi, MoKa3aTh €My, YTO €ro JISHCTBUS OIICGHWBAIOTCS HETaTHBHO,
MOJIIEpKaTh KEPTBY, KOTOPOW HY)KHA TICHXOJIOTUYECKash IMOMOIIb, COOOIIUTH
B3pPOCIIBIM O (haKTe arpeCCHBHOTO MOBEJICHUS B CETH.

Moounvuwtit menegon

CoBpeMenHble CcMapT(HOHBI W TUIAHIIETHI COAEPXKAT B ceOE BIIOJHE B3POCIBIM
byHKIIMOHAN, W TENepb OHU MOTYT KOHKYPHUPOBAaTb CO CTAl[MOHAPHBIMU
KoMmmbloTepamu. OTHAKO, CPEJCTB 3aIUThI JIsl MOJJIOOHBIX YCTPOUCTB MOKA OYEHb
Masio. TecTupOBaHUE U MTOUCK YSA3BUMOCTEN B HUX MPOUCXOAUT HE TaK UHTEHCUBHO,
kak s [1K, To ke camoe kacaeTcsi 1 MOOMJIBHBIX TPUIIOKEHUH.

CoBpeMeHHbIE MOOWIbHBIE Opay3epbl YK€ NPAKTUYECKH JOTHAIU HACTOJbHBIC
aHaJIOTH, OJIHAKO pacHiMpeHue ¢GyHKIMOHAJa BIJIEYET 3a €000 OOJBIIYIO
CJIO’KHOCTh U MEHBIIYIO 3AIIHUIIEHHOCTb.

Jlaneko He BCe TMPOU3ZBOJUTENM BBINYCKAIOT OOHOBJICHUS, 3aKpbIBAIOIINE
KPUTHYECKHUE YSA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JJIs1 0€30I1aCHOCTH MOOUIILHOTO TelieoHa:

Huuero He siBnsieTcsl mo-HacTosIeMy OeciuiaTHbIM. ByJlb OCTOpOKEH, Be/lb KOT/1a
TeOe mpemyiaraloT OeCIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO
MJIATHBIE YCIIYTH;

Hymaii, npexnae yem otnpaBuTbh SMS, ¢oTo minu Bueo. Thl TOYHO 3HACIID, TJI€ OHU
OyyT B KOHEUHOM UTOTE?

Heobxoanmo 0OHOBIIATH ONEPAIIMOHHYIO CHCTEMY TBOET0 CMapT(hOHa;

Hcnonb3yit aHTUBUPYCHBIE MPOTPAMMBI 111 MOOMIIBHBIX TEJIE(POHOB;

He 3arpyxail npunoXeHuss OT HEU3BECTHOTO HWCTOYHHKA, BEAb OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOTrpaMMHOE 00ECTIICUCHHE;

[Tocne Toro Kaxk Thl BRIMICII C CaliTa, T/I€ BBOIWUII JIMUHYIO HH(OPMAIIHIO, 3aliI1 B
HACTPOWKH Opay3epa u yaanu cookies;

[lepuoguueckn MpoOBepsAil, KakWe IUIATHbIE YCIYTM AaKTUBUPOBAHbBl HA TBOEM
HOMEpE;

JaBaii cBoif HOMEp MOOUIILHOTO TeaedOHa TOJIBKO JIOJISIM, KOTOPBIX Thl 3HACIIH U
KOMY JIOBEpSICIIIb;

Bluetooth momken ObITH BBIKIIIOUEH, KOTJa Thl UM HE IMOJIb3yelibes. He 3a0biBaii
WHOT/Ia POBEPATH 3TO.



Online uzpo

CoBpeMeHHbIE OHJIAWH-UTPBl - ATO KPACOYHBIE, 3aXBATHIBAIOIINE Pa3BICUYCHUS,
O0OBEAUHSIONINE COTHU THICSY YEJIOBEK 10 BceMy MUpY. rpoku UcCleIyIoT JaHHBIHI
UM MUD, OOLIAIOTCS APYT C APYTOM, BBITIOJIHSIOT 33JJaHUs, CPAXKAIOTCSI C MOHCTPaMU
Y MOJIyYarOT OMNBIT. 33 YAOBOJBCTBHE OHU IUIATAT: MOKYMAKOT AKWCK, OIJIAYUBAKOT
a0OHEMEHT WJIU PUOOPETAIOT KaKKe-TO OMIIUH.

Bce atm cpencrBa MayT Ha MOAJIEPKAHWE M PA3BUTUE WUIPHI, 4 TAKXKE HA cCaMy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CUCTEMbBl aBTOPU3ALIMH, BBITYCKAIOTCS HOBBIE
naTud (IUQPOBbIE 3aIUIaTKU AJI TPOTPaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.
B 1omo0HBIX Wrpax CTOMT ONAcaTbCi HE CTOJIBKO CBOMX COIEPHUKOB, CKOJIBKO
KpaXku TBOETO MapoJisi, HA KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3aLUU OOJBIINHCTBA
urp.

OCHOBHBIE COBETHI 110 0€30IIACHOCTH TBOETO UTPOBOTO aKKayHTA:

1. Ecau npyroifi urpok BeieT ceOs IUIOXO0 WM COo37aeT TeOe HENPHUSATHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2. lloxamyiicss agMUHUCTpaTOpaM WIPbl HA IUIOXO€ IOBEIEHHME 3TOrO0 HUIPOKA,
JKEJNaTeJIbHO IPWIOKUTh KaKHe-TO JOKa3aTeIbCTBA B BUJIE CKPUHOB;

3. He yxa3biBaii muuHyto uHbopmMaiuio B mpodaiisie urpsr;

4. YBaxail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycranaBnuBail HeopuIanbHbIe IaTYM U MOJIbI;

6. Mcnosib3yil CIOKHBIE U Pa3HBIE MTAPOJIH;

7. Jlazxe BO BpeMsi UTPbI HE CTOMT OTKJItO4aTh aHTUBUPYC. [Ioka ThI nrpaemb, TBOM
KOMIIBIOTEP MOTYT 3apPa3HTh.

Dumiunz unu Kpasica J1u4HblX OaHHBIX

OOBIYHOM Kpaxkel JeHEeT W JOKYMEHTOB CETO/IHS YK€ HHUKOTO HE YAUBHIIb, HO C
Pa3BUTHEM UHTEPHET-TEXHOJIOTUN 37T0YMBIIIJIEHHUKU MEPEMECTUIIUCH B UHTEPHET,
1 TIPOJIOJIKAIOT 3aHUMATHCS " TFIOOUMBIM'" ICIIOM.

Tak mosiBUIach HOBasi yrpo3a: WHTEPHET-MOIICHHUYECTBA WM (DUIITMHT, TIaBHAs
1€ KOTOPOTO COCTOUT B TIOJTyUYE€HUH KOH(UICHIIUATBHBIX JAHHBIX MMOJIh30BaTEIEH
- JJOTUHOB | TapoJiei. Ha anrnmiickom sizbike phishing yutaercs kak GumuHr (0T
fishing - peioHas moBis, password - mapoJb).

OcHOBHBIE COBETHI IO 0OpHOE € (PUITUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Ecnu Tl mojo3peBaelb, 4TO TBOsI aHKeTa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKMPOBAaTh €€ M COOOHIUTH AAMUHUCTPATOpPam
pecypca 00 3TOM Kak MOYKHO CKOpee;

2. Hcnonb3yit Oe3onacHble BeO-CaiThl, B TOM 4YHCJE, WHTEPHET-MAarasuHOB U
MOMCKOBBIX CUCTEM;

3. Vcnone3y#t croskHbIe U pa3Hble apoiu. Takum oOpazoM, eciau Te0si B3JIOMAIOT,
TO 3JI0YMBINIIEHHUKH MOTy4YaT JOCTYI TOJIBKO K OJJHOMY TBOEMY IPO(DHITIO B CETH,
a HE KO BCEM;



4. Ecnu T1e0s B370Mald, TO HEOOXOAMMO TPEAYIPEAUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIC J00aBJICHBI Y T€Os B APY3bAX, O TOM, YTO TeOS B3JIOMAIN U, BO3MOXHO, OT
TBOETO UMECHH OYyJIET pacChUIATHCS CIIaM U CCHUTKU Ha (PUIITMHTOBBIC CANTHI;

5. YcranoBu HaaexHbid napois (PIN) Ha MOOWIBHBIN Tene(oH;

6. OTKIIIOYM COXpaHEHHUE MapoJisi B Opaysepe;

7. He oTkpbIBail aiisiel U IpyTrHe BIOKEHUS B MMUChMaX, JaKe €CIIU OHU MPUIILTH OT
TBOMX Jpy3ei. Jlydie yTouHu y HUX, OTIPABIISUTHA JIM OHU TeOe 3TH (DAl

Hupposeaa penymayusn

[Mudposast permyranus - 3T0 HETaTWBHAs WU MO3UTHUBHAS MH(OPMALUA B CETH O
tebe. Kommpometupyromas uHopMainus, pa3MelleHHass B HWHTEPHETE, MOXKET
CepbEe3HBIM 00pa30M OTpa3UThCA Ha TBOEH peanbHOM xu3HU. "Lludposas
penyranus" - 3T0 TBOM UMUK, KOTOPbIN popmupyeTcs u3 uHpopmManuu o tedbe B
VUHTEPHETE.

TBoe MecTO KUTENbCTBA, yueObl, TBOE (PUHAHCOBOE IMOJOKEHHE, OCOOCHHOCTH
XapakTepa U pacckasbl 0 OJM3KHX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue mOAPOCTKH JIETKOMBICIEHHO OTHOCATCA K IyOJUKAalUWd JIMYHOM
uHpopMaluu B MHTepHETE, HE NMOHMMAsI BO3MOXHBIX MocieAcTBUil. Thl naxke He
CMOXKeIlIb IorafaThcsi O TOM, 4To ¢ororpadusi, pa3MmelleHHas 5 JeT Ha3al, cTajia
NPUYUHON OTKA3a MPUHATH T€0S Ha paloTy.

KomMmMmeHTapuu, pasmelieHue TBoMX (oTorpaguil U Apyrue ACUCTBUS MOTYT HE
MCYE3HYTh JaXe MOCJE TOT0, KaK Thl UX YAAIUIIb. Thl HE 3HACIIb, KTO COXPAHUII 3TY
uH(pOopMaIuIo, Momnaja JM OHa B MOUCKOBBIE CUCTEMbI U COXPAHWIACh JIM OHA, a
IJIaBHOE: YTO MOAYMAIOT O Te0e OKPY’KAIOIIME JIFOIHU, KOTOPbIE HAUIYT U yBUAST
sT0. Haiftn MHpOpMannio MHOTO JET CHYCTS CMOXET JH00M - Kak M3 J00phIX
noOyKJIeHUH, TaK ¥ C HAMEPEHUEM IPUYUHUTH Bpel. DTO MOXKET ObITh KTO YT'OJTHO.
OcCHOBHBIE COBETHI 10 3aIUTe NU(PPOBOI permyTauu:

1. [Togymaii, mpexie ueM 4To-To MyOJIMKOBaTh U MepeaaBaTh y ce0s B OJore uim B
COIIMAJIbHOM CETH;

2. B nHactpoiikax npo¢uiisi ycTaHOBU OI'paHUYEHHUS Ha TPOCMOTP TBOETO NPOPUIISt U
€ro COAEPKUMOTO, CeNail ero ToabKo "miis npy3eu”;

3. He pa3memaii u He yka3bpiBail uHGOpMAIMIO, KOTOpash MOXET KOTO-JTHO0
OCKOPOJISTH WJIH OOMXKATh.

ABTOpCKOE NPaBo

CoBpeMeHHbIE MIKOJBHUKU - aKTUBHBIE MOJIb30BaTEIN U(POBOTrO MPOCTPAHCTBA.
OpHako Aalieko HE BCE 3HAIOT, YTO IMOJb30BAHWE MHOTHMMH BO3MOXHOCTSIMU
nmudpoBoro mupa TpeOyeT CcoONoJeHUs TpaB Ha HMHTEIUICKTYaIbHYIO
COOCTBEHHOCTb.

TepMuH "HHTEIUIEKTYyalbHAsI COOCTBEHHOCTH'" OTHOCUTCS K Pa3JIMYHBIM TBOPEHUSIM
YeJIOBEYECKOT0 yMa, HauyMHasi C HOBBIX M300pETEHH M 3HAKOB, 0003HAYAIOIINX
COOCTBEHHOCTh Ha MPOAYKTHI U YCIYTH, U 3aKaHYUBas KHUTaMH, Gpororpadpusimu,
KUHO(QUIbMAMH U MY3bIKaIbHBIMU MPOU3BEICHHUSIMH.



ABTOpcKHE TMpaBa - A3TO IpaBa Ha MHTEJUIEKTYaJbHYI0 COOCTBEHHOCTh Ha
IPOU3BENICHUS HAYKH, JIUTEPATyphl U UCKyCCTBA. ABTOPCKHE IpaBa BBICTYHAIOT B
KayecTBE TapaHTUU TOTIO, YTO HHTEJUIEKTYyaJIbHBIN/TBOPUYECKUI TPYJ aBTOpa HE
OyAeT HampacHbIM, JacT €My CIIpaBEJJIMBbIE BO3MOXHOCTM 3apaloTaTh Ha
pe3ysibTaTax CBOErO TpyAd, MOJYYUTh W3BECTHOCTh M mNpu3HaHue. Hukrto 0Oe3
paspelieHuss aBTOpa HE  MOXET BOCHPOM3BOAMTH €ro  IPOU3BEICHUE,
pacnpocTpaHsATh, MyOJWYHO JEMOHCTPUPOBATh, IPOJAaBATh, HMIIOPTHUPOBATH,
MycKaTh B MPOKAaT, MyOJIMYHO HCIONHATH, MOKA3bIBATH/UCHIOMHATh B dUpPE WU
pasmemats B MHTEpHETE.

Hcnonp3oBanue "MUPaTCKOTO" MPOTPaMMHOIO OOECTICUEHUS] MOKET MPHUBECTH K
MHOTUM PHCKaM: OT TOTEPH JaHHBIX K TBOUM aKKayHTam J0 OJOKHPOBKH TBOETO
YCTpOMHCTBA, TJIe yCTaHOBJIEHA HellerajabHas nporpamMMa. He ctout takxke 3a0bIBaTh,
YTO CYNIECTBYIOT JIETAIBbHBIE M OECIIJIaTHBIE IPOrPaMMBbI, KOTOPbIE MOXKHO HAlTH B
CETH.

O noprane

CereBU4OK.p( - TBOW TJIaBHBIN COBETYHK B CETH. 3/1eCh Thl MOXKEIIb y3HATh O
0€30MacHOCTH B CETU TMOHSATHBIM M JIOCTYIIHBIM SI3bIKOM, a TIPU BO3HUKHOBEHHUH
KPUTHUYECKON CHUTyallud OOPAaTUTHCS 3a COBETOM. A TakXe MPUHATH y4yacTHE B
KOHKYpCaXxX U CTaTh CaMbIM ITU(GPOBBIM IpaskIaHUHOM !



